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ubuntu 18.04 mysql 1?@il?

1?02

1. sudo apt update
2. sudo apt install mysqgl-server

3. sudo mysql_secure_installation

sudo apt update
sudo apt install nysql-server
sudo nysql _secure_installation

4. sudo mysql_secure_installation

root @ ocal host: /et c/apache2# sudo nysgl._secune-installation
Securing the MySQ. server depl oynent.
Connecting to MySQL using a bl ank password.

VALI DATE PASSWORD PLUG N can be used to test passwords

and i nprove security. It checks the strength of password

and allows the users to set only those passwords which are
secure enough. Wuld you like to setup VALI DATE PASSWORD pl ugi n?

Press y|Y for Yes, any other key for No: y
There are three | evels of password validation policy:

LOW Length >= 8
MEDI UM Length >= 8, nuneric, m xed case, and special characters
STRONG Length >= 8, nuneric, m xed case, special characters and dictionary

Pl ease enter 0 = LON 1 = MEDIUM and 2 = STRONG O
Pl ease set the password for root here.

New passwor d:
Re-enter new password:

Estimated strength of the password: 50

Do you wish to continue with the password provided?(Press y|Y for Yes, any oth
By default, a MySQ. installation has an anonynous user,

all owi ng anyone to log into MySQL wi thout having to have

a user account created for them This is intended only for

testing, and to make the installation go a bit snoother.

You shoul d renmove them before noving into a production
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envi r onnent .

Renove anonynous users? (Press y|Y for Yes, any other key for No) : vy
Success.

Normal |y, root should only be allowed to connect from
"l ocal host'. This ensures that someone cannot guess at
the root password fromthe network.

Disallow root login renotely? (Press y|Y for Yes, any other key for No) : n

... skipping.

By default, MySQ. cones with a database naned 'test' that
anyone can access. This is also intended only for testing,
and shoul d be renoved before noving into a production
envi ronment .

Renmove test database/ and access to it? (Press y|Y for Yes, any other key for N
- Dropping test database.. .
Success.

- Renoving privileges on test database...

Success.
Rel oading the privilege tables will ensure that all changes
made so far will take effect inmmedi ately.

Rel oad privilege tables now? (Press y|Y for Yes, any other key for No) : n

... Skipping.
Al'l done!

5. Check authentication method for MySQL users

root @ ocal host:/etc/apache2# sudo nysgl -uroot -p

Ent er password:

Wel cone to the MWSQL nonitor. Commands end with ; or \g.
Your MySQL connection id is 4

Server version: 5.7.30-0ubuntu0.18.04.1 (Ubuntu)

Copyright (c) 2000, 2020, Oracle and/or its affiliates. Al rights reserved.

Oacle is a registered trademark of Oracle Corporation and/or its
affiliates. Gther names nmay be trademarks of their respective
owners.

Type '"help;' or "\h' for help. Type '"\c' to clear the current input statenent.
nmysql > use nysq

Readi ng table information for conpletion of table and col utm nanes

You can turn off this feature to get a quicker startup with -A

Page 2
Footer Tagline



COMPANY NAME
Address | Phone | Link | Email

Dat abase changed
nysql> SELECT user, host, aut henti cati on_string, pl ugi n, host FROM nysql . user;

------------------ e
| user | host | authentication_string | p
o e e e e e e e - R e +- -
| root | local host | | a
| nysql.session | local host | *THI SI SNOTAVALI DPASSWORDTHATCANBEUSEDHERE | n
| nysql.sys | local host | *THI SI SNOTAVALI DPASSWORDTHATCANBEUSEDHERE | n
| debi an-sys-maint | |ocal host | *CO3D3360F51BEOE6GE42E58CAD7F4853973596949 | n
S R i -

4 rows in set (0.00 sec)

mysql > ALTER USER 'root' @I ocal host' | DENTIFIED W TH nysql nati ve_password BY
Query OK, 0 rows affected (0.00 sec)

nmysql > SELECT user, aut henti cati on_string, pl ugi n, host FROM nysql . user;

S S U U U S o S U
| user |-.aut hentication_string | plugin

e e e e e e e e oo oo - - 7 Fom e e e e a e o
| root | *ES57EB53ADCB799E5C107333FBBF5429597A509AC | nysql _native_
| nysql.session | *TH SI SNOTAVAL I'DPASSWORDTHATCANBEUSEDHERE | nysql _nati ve_
| mysql.sys | *THI SI SNOTAVALI"DPASSWORDTHATCANBEUSEDHERE | nysql _native_
| debi an-sys-maint | *C93D3360F51BEOE6E42ES8CAD7F4853973596949 | nmysql _native_
i T T

4 rows in set (0.00 sec)

nysql > FLUSH PRI VI LEGES;
Query OK, 0 rows affected (0.00 sec)

5.1 hosté®? % ¥4 8251?°

nmysql > ALTER USER 'root' @ % | DENTI FI ED W TH nysqgl _nati ve_password BY ' StrongF
Query OK, 0 rows affected (0.00 sec)

6.1??1 ? bind-address=127.0.0.0

vi /letc/mysql/mysql.conf.d/mysqgld.cnf

bi nd-address = 0.0.0.0
nmysql x- bi nd-address = 0.0.0.0

sudo systentt!l restart nysql

7. ufw allow 1?7°é2° i?ai ? Or IPtable Port open

sudo ufw allow fromnyl P(111. 222. 333. 222) to any port 3306
sudo ufw rel oad
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i ptables -A INPUT -p tcp -s nyl P(111. 222. 333. 222) --dport 3306 -j ACCEPT

8. Mysql WorkBench 1?°€2° | ?1?xai?,

Connection Mame: |mysql_test

| Type a name for the conne:

Connection Method: | Standard (TCP/IP)

~ | Method to use to connect b

Parameters gg

Hostname: | o SUCCESS]CU"F made the M}‘SQ_L

Tesre=s | connection
Information related to this connection:
Password:
Haost: .
Default Schema: | Port=3306
Lser_poot

S5L: enabled with ECDHE-RSA-AES128-GCM-SHAZ5E

A successful MySQL connection was made with
the parameters defined for this connection’

Configure Server Management. ..

1°,83 1 [?71%I878°? 18?1?17 [??18? 17?877 62i7°

5

sudo apt install mariadb-server-10.0

sudo apt install nysql-server

Readi ng package lists... Done

Bui | di ng dependency tree... Done

Readi ng state information... Done

xc, but is referred to by another package.

Mame or IP address of the server host - 2
TCP/IP port.

Mame of the user to connect with.

The user's password. Will be requested |3
not set.

The schema to use as default schema. Le
blank to select it later.

Test Connection Cancel

This may nmean that the package is m ssing, has been obsol eted, or

is only avail able from anot her source
However the foll ow ng packages replace it:
mar i adb-server-10.0

E: Package 'nysql-server' has no installation candidate

$ sudo apt install mariadb-server-10.0

1?01?1807 [oY4i?e
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