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Ubuntu Postfix i?ail? 8°?is &2? 4?? SMTP &°?i?jA-6!'é 2iv A.-TLSA-1?706¥? {?762°

1?02

POStfixé?? i1 60?1%4is? E°71?7 €7aie? 0?14 1?7?762?8{7 1 ?87-i??877? SMTP 1??782?1?
8?7670, jo° é-,1?77877 Ubuntuie? &j?i»— 1? i??€|-i%?1¢1 21?677 BO?1eY4ie? 83877877 & °83,
EuI?+83Y4 1? 1?7 SMTP &|"é ?i¢ 17°62°1s? 1?7088 [20877871a, [ [?°87. 1?7717 1?7?6221?7 17-1?20i7
8i?€:,1°,1?70 SMTP 1?7?78276¥Y, [??1?7£i??78 néO &3?8+? Euni?tie (??1??{?0&727870.

17?2822 1?7717« 1?7?€2%, 1?71?72 1?7-187. Taylor Vick / Unsplash. 1?ai ? 1?2-1¢7i7? 1¢? 1?7?7827 1?-187i?
1?7?8776778%0a,

121? €3V, 6u-1?2+ 1? (?e

Ubuntu i?aijt?

€i?i»— 8°?1?{i?0 é °é3 i?0oi ?
1?.89? SMTP &l"é ?is i?°62°

ie {?2°67- 1?2?17 €3V, 587 i« ileis? 1°"I¢
DNSI?? &°?i?j i? é¢°&s?

6°212; 1??i??A.8j?28- A.1?708¥? [?762°

NogakswNE
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1. Postfixie? 1?1? €3V Eu-i?£ 1? i?e

820 Bu-i?+ 1128°2 10?617
8{?i»— 17+ 827 Postfix 4?72 2,612
SMTP | 28317

1861 2 12,877 626071 17%48{? &{?i»- 12+ 422 Postfix 422 12217 &1271226°217° 827 25622, PTR, IP i

121122627 12281Y4 £°217] 88 71 8371 2A-6°217 €287l I lle

8°217 2807ie 12 MX ?i?e, DNS e ile

o i? 897 80?1V, 1?7?2627 4?7 Postfix MXA-1??2i? 1?°A-6©?isV4i? " A-1?0i?

[ ?0]2” @e?28©71° 1?2717 P ﬂ NP U >
: a?? eO?1V4i? €2?17-

PCA-1?0é872i? {17422 60?1 €024 1?7+ 427 i« i!s8+? 587/465

je jle@3L i?aj ?
1, 89917, 1272619120 SASL ie1}°€3%4 TLS 1?7l ~

Postfix 1?7ai1?88?1?7%4€(? IMAP €O©7?ieY4 128 °€°7 1 ?€3UE+?187677 1??17UE?7€70, EO?1Y4i?" 1i°1??17€7?7?

Dovecot €°?1s? @378¢? [?2?2817170é°? [??1??1?08778%0, 1?7?7877 example.comé3y, mail.example.comis?
17082 70 8280711 € 28212217 (7?7 Es28071,1?V48|? 8°76¢ 2677670,

2. Ubuntui?ei?ajl?

cat /etc/os-rel ease
sudo apt update
apt - cache policy postfix

sudo apt install postfix |ibsasl?2-nodules ca-certificates
postconf mail _version
sudo systentt| status postfix --no-pager

170117 10? € °83 1?2 (2?2142 1? (26?2?7872 (?280 1 i??1??8¢ 1?27 1??21?7u8?276870. 18+ ? SMTP €°?i?{1s? 1??i??
117€°7?1 «i*? Internet Siteis &3 , 1?,87? 1?7?78278¥Y, €217 (7?7677 Euni?xie? Satellite system &7+ &20i «i?¢
€87677 1?2 i??10? 17 12e1? 12?2 1?2?21?2u€?7?€70. 17-€,°1?77877 1?70i1? [?7? 170] 21?2 821?271 «1?V4€{? i?7?]e
LI?7087?7?87a, System mail namei?+€?7? €3 (1?2 €°?1? 1£Y41?71¢? E4?2807i is, example.comis? i?

é ¥[?08?7670.

&.%1” i?7ai1? 127260 1°,83
€7aie?ie? € °lj" €-,1771? 170117 (7760 1? 6?2?7670, 83V,€+° Ubuntu i??60 "1+ é ?&j? i??1?- i?0il?

?77€(?€. 8771? 6, EUI?? 177177877 E208¥Y4 177 1??1?7Y480°, (77607 170 8426071, €°710? € 87767
1?2-1?01??18? 1??1?ue??6é70.
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] Postfix Configuration

Please select the mail server configuration type that best meets your
needs.

Ho configuration:

Should be chosen to leave the current configuration unchanged.
Internet aite:
Mail is sent and received directly using SMTP.
Internet with smarthost:
Mail is received directly using SMIP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost.
Satellite system:
211 mail is sent to another machine, called a '"smarthost!',
delivery.
Local only:

for

Postfix Configuration
General type of mail configuration:

Ho configuration

Internet with smarthost
Satellite system
Local only

€.°1i 1?70i1? [??260" 2 8?7 1?7ai ? 77824197 E42607?1 83V, 17084717+ €87827 1?0] ?{?0877871,
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Package configuration

] Postfizx Configuration |
The "mail name" is the domain name used to "gualify™ ALL mail
addresses without a domain name. This includes mail to and from <root>:

please do not make your machine send out mail from root@example.org
unless rootlexample.org has told you to.

This name will alsoc be used by other program=. It should be the single,
fully cualified domain name (FOQDN) .

Thus, if a mail address on the local host is fooffexample.org, the
correct walue for this option would be example.ordg.

Syvztem mail name:

<Cancel>

&,°1j” 178112 {2260 3 4?7 1701 ? (22821412 26071 83412067217+ £§262? 1201 2{70872670,

120117 1§76, 1+? 620177 6383 120171460 &20s? 83 & 11e? 12417007 127 122170622670, & °1i’ 17712+ 1201 2i
© 83782580 127 12212V48 26[? &Vl ? 6°4+1? (20827670,

sudo dpkg-reconfigure postfix

3. 8{21»- 17 1?278-i¥?i¢1 ? 8°?i7{i?0 & °63, i?0i ?

837825 1 ?1?¢ main.cfi?? master.cfé¥Y, 328+? [« 8,?17Y48? €°£1? {?087?é7xa. 17?8?77 .before-guide i??ie

cp -a /etc/postfix/main.cf /etc/postfix/main.cf.before-guide

cp -a /etc/postfix/master.cf /etc/postfix/ master.cf. before-qguide
postconf -n
vi /etc/postfix/main.cf

1276772877 €78 " [?630887 1 ?€|1i?7? 1?7?1??1? 82?2€é70. main.cf 1 217 8¥Y4 i ?717017Y4€(? E«®1?71?°187?
E8e€3 & °lj” 1?76201+? 1?71 ?1?0E7??6870. 1n?83 [?6301? 11?7€°?i??18? 1?7217 é??é70.
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nmyhost nanme = mail . exanpl e. com
nydomai n = exanpl e. com
nyorigin = $nmydonai n

nydestinati on = $nmyhost nane, | ocal host. $nydomai n, | ocal host

nynetworks = 127.0.0.0/8, [::1]/128
I net _interfaces = | oopback-only

sntpd relay restrictions = permt_mynetworks, permt_sasl_ authenticated, r¢
rel ayhost =
sntp tls security |level = may

12690 1267

SMTP 1??€2?1s? 1 2127172 1?0i?)é2~ world é°?i¢? 188i*? i+ €763 é?a mail.example.com
i(??i?? 1?51?70

myorigin Ee?2607Ie ¢ 177877 Ej?i»— 8°21? 1EV4I??17¢ 8208V, £s7607Ie,

mydestination ¢ 1??62?2€°? Iu?1¢ 1?7?17 18?8{7? 12?7€|-i? €e?8071s,. €°?1?} i??170 E20¢&je+ 17?7677
mynetworks — E3?8¢? je ije 17?1 &)"6 210 E¥Y4 1? EC°1? 1 217017463,

inet_interfaces SMTP 1 ?1?¢1+? 8°?i¢? e, i?°1?7?1¢ 1?0

@?aje? 877637 8°717ji*? £8j&,, SMTP 1?7?7827, 812177 1?21?7480  1¢/4E°71 «1?7Y4€{? 620 +i8?
MX@&i? i8¢ ? 1 767~

myhostname

relayhost

example.com E©7?1¢4i?71¢? E208¥ 1 2€3UI?¢?61?7? 1771247767080 i+ 6¥Y, mydestinationi?e i1?é°?i??i8?
1?7?1?7UE?27871, 1?77262» [{?78°?0?760" €°71s? 26071, 1?7V4E|? €367 877? EO?1V4i*? 17,617 1 2637+ 72717
€i?I»ni?61?7? 12?2€]-i?7€ né3 {? 1?? 1??1?2ué??€é?a. mynetworksi?e 0.0.0.0/0is' €?? &1?i??1??i?? €??i?i?
E?£1?V460° 1?70(?7? €)' 8 ?1¢ 1?2?0771 1?2+€1e8772670,

1o BUI?xie? 8{?I»i 70?7?7682 SMTPE¥Y, E°?1?7UE??670, 8708¥ (1?1 [?77827877 PCE°? 1?7°€2°1?17Y4

(7787080 8378717 17 EC° IP 1 2i?7 82677 lo ije 1 ?1? 1?78121708¥Y, 17083?{?71?Y4 70877670,

postfi x check
systentt!| restart postfix

ss -ltnp | grep ':25
postconf -n

1701 ? 82217 1?706¥26¥Y, [?782°1?2? €70 1?7-1?2?1??i?708778%70. inet_interfaces €3?762i¢? restarté®?
[??1??1??60° &, 8°?1+? £871¢? 1?0i ?i¢? postfix reloadéj? i «i?0i? 1?7 1??21?ué??é?a. IPV6E¥Y4 1?7-1?70i?
€21517° 1EYaI??A 64541 7°17 A-DNSEe? {?7é»7? i?71e,i??€3 , 171170177187 1?7?7877 IPV6 1?17 82Y%8{?6¥Y,
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8°0I?i??187 1?7?1?7ué??7é?q.

4.1? 81? SMTP &I'& ?iv 6%, {2i?? 8217

i?,1?70i? 1?61?77 25827 1?{1? 19" | 21??€e?€£°€77 E°?1?] 1?7?6121708¥Y4 117017 €2%417° 1 2E3U1?+€°7?
1871 ?i?? 587 STARTTLS 1??62?28¥Y4 1?-1?0i? 1?? 1??1?7u€??7670. 1??8?? smtp.provider.exampleis?
1?70l ? 1?7?2622 1£V4I??8(? €°76¢ ?1?7Y4 (7067?7670,

rel ayhost = [sntp. provider. exanpl e]: 587
snt p_sasl _auth_enable = yes
snt p_sasl _password_maps = hash:/etc/postfix/sasl_passwd

sntp_sasl _security_options = noanonynous

sntp_sasl _tls _security_options = noanonynous

sntp tls security level = verify

sntp tls CAfile = /etc/ssl/certs/ca-certificates.crt

Verify?? 1222 122177 124620 122627 1« 1161?77 8271si¢? 122820822820, | 217+ i2,1?70i?,82 1 | 283174157 |

o 1}01?7? 1¢ €763/, 8871?71?74 i?087?7871. 465 1?7?1771 « TLS 1??81?1?7067?7? &378+? wrapper mode ép—i?+ie
i??21?2?20?728 26?1?27 1?71 ?1¢? ie=i? 687 46587 £°?8%,,18? 1??1?u&??670.

o lle 1 263 22164162 1 | €3 & 1120 6126°7627(? ¥4 1841 ? £17118? 68+6° 12,1§76,°6;? 1271741708776 20.

sudo install -m 600 /dev/null /etc/postfix/sasl_passwd
sudo vi /etc/postfix/sasl_passwd

1?? install €2 & 1j¢? 1?7 &-? i??19% 1?4?£1?01? 7?8710, & °ij” sasl_passwd i??i%is 1??1?Y.60" 771?70
? 1871?°€ ?€{? 1?7ai??i??187 E8+€3 & °ij" 1??1%4ie? i? 18?(?08?78%1a. [?2?ieY/4 827 1?01+? E71¢? {22177
€?7¢e7?u,

[ st p. provi der. exanpl e] : 587 SMIP_USERNANE: SMIP_PASSWORD

12262282 A.627872i?_A-isi? 627 relayhosti?? 1941217 17V, (206226720, 1201 ? 124620 (162 j?
8- 172A170i-81°12-A-831? &{26- 12+ P£I87 1221?UE22670. hash B8 18217« 17-8Y26¥Y, 12721s 77 670 &e
°}¢' [2°62 1120 [221e/41e? 1217120677670,

postconf -m
sudo postmap /etc/ postfix/sasl passwd
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sudo chnod 600 /etc/postfix/sasl_passwd /etc/postfix/sasl _passwd. db
sudo postfix check

sudo postfix rel oad

postconf -m 1?& ¥i?e hashé°? 1?7?é77 i?7?€2%21¢? 1871777677 88U 17 {?7€3Y4 {??14%4 1?7417+ E°O17e1¢? {?71e
A?271?7Y (70877870, 81726°7627(? 8¥Y, 6°78%, 60" postmapés? é?7ai?? [?7ai??i{?0&7?87a. 1?7 éY? 1 ?é3i?e
€°? i??1700?? €°?17 1EY4I??A 828071 1?7Y4€] 7687 €°?1?{i??1?,1?7.

5. 1?7?17 1?70 2582783, 1?17?0171 ?11?1?7© 5878&27?

foi? 1?708&¢? i?18?

25 1?7627 €°? SMTP 1?é7-  E3Ué°? 1?2?17 17627 MX, 1?21?17 €7?€,-i?7? 88 ?i¢ 1 2?21 i?21??
587 1?-1?017?¢1? 80?141 ?21? 1/48°?1 «1?Y4€{? STARTTLSI?? SASL is ije*? 1??7€~

465 1?71?71« TLS 8O?1Y4 1 21?1 71?7+ 1??1??€7?i?° TLS 1?-1?0

993 IMAPS é07?is%4i?"1j°i??7 = “Rostfixi?? é3?é«? IMAP 1??61?]7a é7°é?1

Smtp_&i? 1?72i?21726772 178i ?2is? Postfix@°? 6?206¥, 12262726]2 &% 824, 627197 iv 8441917, 17, 8421271 62,
smtpd_ i?ai 2ie? E208Y, j« 8/4i¢ 172 12,8°7 i¢ 1276228{7 1 217+7 627219 8+?17717 627670,
smtp_sasl_auth_enableis? %282 i¢ 122627217« &{?8- 1+ {22627 587 1226121708°7 1268+? 126174842187
12217u8?27670.

587 1??261217067? master.cfi?ei?? i2?2124i?2i2263 , 1? 27172 127627 i« 11522122 SASL is ile
8°+127622(DOVecot 87+)8¥Y4 12°62°12 174 [P0627670. 12212122 1 2 Ie.ils & 21872, e ils 17-17017:6§?

818 1% {22120, 1701 ? 1s ile 12721442 8228{2127? 8121222 (7" @»? 6221120627670, 170iL? i2?i 2i+? snakeoil
1o 1161226272 &3, 17717+ 1o 1161226¥Y4 82212 122187 12217u622670.

1, i7°67- 1??1? 14? 1?” €7?877 inet_interfaces, 8°©i??82Y, 25827, MXi?? &{?i»—/€°?1? 1?2?17 1?¢ Eu-i?xi?

i?7"é»7? 8328220877870, 177627 €°? SMTPI*? TLSE?7? 1?¢i?,1?"1?701?xi? &3 & ni? 1?4 (??80°, 1?1?7017
19?2 587 1 2191?21 21t 10?2 2582?17« -71j°€1" 1 «I?701??18? 1??21?U€?7670,

6. DNSI?? &°?1?] 1?7 8C°&?

i?820 i?7?is 827170
Al 1) e et 3 Yt NP
AAAA 80?194 i?,1?7ai? 19?7 1701 ? IPv4 [ IPV6 1£Y41?7?
77871 @e26071e,19? 1?7?17 €7°871 177627, €°?1?{€87 i?776877 E¥°@? 17762717 1?42 MXEé°?
MX 99122 829193 122677
PTR 1?]1? IP1e? 1?€°©i?¥% 1 8|?. IP 1 2&3Ui?e1?¢ 170i ? 1?7?12
1
SPF P67 8°21? 26071 10?2 82717 {27 6382V, 122 1?2?2677 12?2627A1 2831i?+1? i?,
DKIM €°?1?] 1?77 1?7762 {7783 DNS E3ué°? [?08|? 27]je. 837847 [?2762 [?27617170 82677 1 763117

1?2a] ? i?21?7?

DMARC i??1??&+? From &+2807?is 3%, SPF/DKIM 1 ?& —is? 8°?i?2?1?%4&{? | 21+ A-63é3 i?qi ?
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DNS e ije i7UE3Y4€°7 €°71e?17, 182177 E4?1°O1e? E31?7¥i??187877 1?2?17u8?27€70. |P [¢?(?e, €77170, 1?7?17 &
?19?, B°?1]6¥ 83/, E°71?]8778? 176 7¥10? (08?2?2870, SPFEX¥Y, 1787~ TXT & ?1%2?8776(? 10?83 17
1?7£i??€£°877? 170] ? 1?7-1?700i??18? 1?7877 €°?17) 1?776226¥Y4 11?7€°?i??18? 1??21?u8?7670,

7. 8°212] 1221?7263, {28, 270,

@7aje?e? 1?7627 726 117€°7 18 ? 1?7217 1?7 1 ?21?20i?_ 1?2?17 1£Y41?7?86(? 1?70i??{??2677 17?1?7717 8?2?7670,
8°?1? 1EY4I??69? (2?1?7082 I£Y4I?787? 8°784 7877670,

printf 'From sender @xanple.com nTo: your-test-address@xanpl e. net\ nSubj eq

post queue -p
sudo journalctl --since "10 m nutes ago" | grep postfix
sudo tail -n 100 /var/log/mail .| og

mail.logé?? rsyslog éu-i?+i?e E?7°8¢Y4 1?2?12 1?2?202212U€72670. €°?1¢? queue IDE{? 1 ?21?7&1?i?° é?ais?
17?2827 19287617187 11?1 «i?0€?7670. status=senté&?? e?7aie? 1226278°7 1?7?784,i?776870877 1428 19 EC°
TU?1¢ €°?1?i7?, 18717 8421°Ois? E€7»(??187 1??21?7u€?7870. deferred@??.is%41?? 1?7ai?78(? 1?7-1778s? €778.°,
bouncedé?? €°?i?; i12?é,-1? 8?7é7q,

i708¥2A 14720 i 827 E°0i?¥

, 1?7670 1226228°? 8+°8?i??2622187 i2?is.. €{?i» 12 €¢° IPAie ile 126{?2? &72¢

Relay access denied s n A K a1 S AR it RIP S oy st ’
€727 17,897 1 2E3i?ee? &]°€ 210" 1 1% i?77le,

o . 17820 jle@d |72+ @178°7827{? 1?7éu-, €8 {?aie? [e=i? , postmap 1?11?17+
SASL authentication failed ! > K= H 2 P pIa-

i?7?1e,
Connection timed out 1?1? i=ni? 1°7@7?", 6°©i??62Y2, DNS, IPV6 €267 i?7?le,
Certificate verification A iR IAR Lt 1Sme K1 R e (ArA 0A0s R oy R YmmEon 1AM ACH (A
tailed | 21?0 19°812A 10 11177 19 E]?2A:1? [?7€,°6°?A-CA 1271s A:1??62? 1??€°7? i?7?le,

User unknown in local
recipient table

EO?1Yale” 1?0i? i?771?V48(7? e

s

mydestination i1?ai?ai ? 6?4877 1701 ? €{?i»— 1?2?17 17 8278+ {271,

e 12212 (7087107 jo ils 82°83Y,, [P [9?]7e, 89217 &7 120A-8426071s, 1 26 - 271s,

1200 1¢? [?°€2°127 1?7 1?21?7177 €2%1?° postqueue -fEj? 8778 ° [ee1?2-17?26?28¥Y, 1?712(? 1?7?

1?221?7UE77870. 8°717 1708¥78°7 83717682677 124272170127 €°?263 1?70i??1??187 12?1?7ué?7870. 6778 °
BO?1eY4ie? 6@ 1?1 ?(?7?677 €3 & 1je? [§287" 67783217477 1711700127187 1??1?Ué?7?8670.

1?71?12 1?21 1?2407

o 1?01 7 {2,170i7 62 A-8°717 8s28071s A1 267+ 82148{?26°7 1/4i12{776726°77
o &j2i»- 6°717], 12,877 8V'E 2i¢, B3E°? 12717 1072 &30 «i?+ £§7627 |70} 2{226726°77
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o BY?i?7?1721?77 IPE¥Y4 1? C°[?76£°677 17 817 E171e 1|0 €)' € ?iv 6¥Y4 [??1?0i?7?18? 1?77877€°?7?
o is (16?7 @°+i? A.8126°2627{7 £3728216A.6{26., 63 €21 21°€°? 1226778°27
o [ ?1?7ai? 1?2?17 i77€3Y4 °?1?] B©?1?7?187€17187 1?71, i?78778°?7

83i?e1° 83 177

Ubuntu Postfix i?ail? ??2&7?”
Postfix & °&3, i?ai ?

SASL is i}e

TLS ép-i?t
1781 2 12620 i° 1j°

€-,17? 1271 2: 2026€ ? 101?7? 25ie%4. €2 € 1i¢? 1?7082 [?01« €0° {??1°18? i?,18?1?7Y48{? 17?627 1?0] ?i° &?2? €071, €°?1?ji
< 1?70{?7847182677 12?1?u6??€70.

12617£87 [eY4i?e

2021/01/08
1?7?é°?

ubuntuman
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https://ubuntu.com/server/docs/install-and-configure-postfix/
https://www.postfix.org/BASIC_CONFIGURATION_README.html
https://www.postfix.org/SASL_README.html
https://www.postfix.org/TLS_README.html
https://www.postfix.org/postconf.5.html

