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1.1?7ai? 1 ? Ubuntui?? i?71?ai8? &2?1 ? i??le,

Ubuntu @ °&2, 1 2i?7¥i?2i?? Oracle MySQL APT i 217¥i?2?627 i?7i?70i§? i71228°? &708! 6772670, 8 °i’
DBE&°? 12267080 & V4l ? 6221 2A-1 212¥172A-8°417 1241226, (221 (2783 | 17 8-2 17017 | 21°76? &e
®17717°1§7 6§717,177.

cat /etc/os-rel ease
sudo apt update

apt - cache policy nysql-server
apt - cache nadi son nysql - server
dpkg -1 'nysqgl*" 'mariadb*’

policy i1/7¢ ¥i*? Candidate@°? i?0il? {?2?28%1? &22¢?a. Ubuntu €271 283V, 83122 1? €+°i¢ (2, 12+/2212¢ £7°¢s
Y, 8.0.45 1¢1? 19?2 6271 ?iv 622(6206¥ , 832171¢ 1?7 (?e@e 127 12212u€226720. 1 21220272 8.0.45 i?-i??is £20)i »
W 8O" i?778721 OSi?e 682677 1272€22A-i0165 /419 12,12, A1921}” 127170182182 | 283U 12-8T26¥Y4 i?°8»7? {272]e
1?2717V, (2082?6870, 1 212¥12212¢ 1226272 6221 212000iL2i? 127 1226727 822122672, (21 ? €271 ? €2 & 1j+?
E3Ui?7-i??18? 68212,1?72.

Oracle | 21?¥1226¥, 1712017 82417° 8317« APT 1226212427 1§12+ Ubuntu &} é|-i?0i?? 17 {2
E°267¥i?7? MySQL &3212'1+? &4l ? (2721120822670, | 217¥1?7 3282683, 8 °ij 122627 12 &.,6 2l
“8P2677 837642 12217 17482 63212+20627675,

2. MySQL 1?ail?1?2? 1??81217a [??]e,

@?aje?is? Ubuntu | ?1?7¥i??1?¢1?70i1? {27263 €°7 [?71e 87 1? €.7 177827167 [??1??1? 677870, apté°?
i 21?22?2677 1?20i1?A] 28+° 8206 «i+? {221,177 €70 i§?2i?2?i?06??670.

sudo apt install nysql-server
sudo systentt| status nysqgl --no-pager

nmysql --version
sudo nysq

687187887 62 & 1?Y48{? MySQL i??8{-i??i?,17¢ 1 ?17€+?80" &?1aj*? SQLI*? 1?0i??{?0©&??&?a. mysq|
a??versionie? iv &«Y4i¢1? i?, 62?1 ?1¢°&3 SELECT VERSION()i®? i 21?77 1?7?7827 827] ?1? 677870,

SELECT VERSI ON() ;

SELECT @gdhost nane, @@ort;
SHOW VARI ABLES LI KE ' character _set server';
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SHOW VARI ABLES LI KE 'col |l ati on_server';

EXI T,

Ubuntu i?7i?ai8?1s? root €3?1 ?i¢ 1?2?1%7? 1 1jsi¢? 1?7-1?0i??€0" sudo mysqléj? 1 ?1?«i? 1?? 1??1?ué??é70.
B1P8°?62217 o 1}91?Y4€? 1?70i1?1?7? [?782%19? mysql -U root -pé¥Ys 1?7-1?0i?0E??67a, 8?6171 ?1?e
E°0i?eIe? E°?8%4,€,° 1 2170 (72171 le,1]e E°C1?019? [?7?10,i??17,177.

3.1'?7€,° é¥1?? 1711 ?

sudo nysql _secure_installation

1876197 1?70i1? 627] ?283Y4 € °1j” 170] 2170 87°6eYs €7-E+Y418?877870. £70ie? € °1a?1?7Y48{? 17 i?e
7087?7670,

1878&-, 1?0l ? & °ia?
VALIDATE E176°762217? 1?11 19? 1?71?7012 1872/12 [20,471?¢ (?7?7€2Y51?2417?87?7 €°7?7?
PASSWORD E176°7622{7? 1?11 1«70 &Y?17¥
Remove anonym Aln Y 28 3m Y. S AA
€move anonymous Y 4?7 1eué? 1?41?0171 ?éx°
users
Disallow root login A uAA B:PA. Yo I of
Y 4?7 root 1?7+620 &{?é-: i, 1 ?i??
remotely

Remove test database Y a?? e{?i??i??i?? i ?1?qi?, DB i ?é+°
Reload privilege tables Y &?7? &s?€u-€°7? 1??i??i?? 3782, °?17e

root 1??1%4? i 1}e (?7?762%4126177877 1eY48°71 oo, B178°7827(7 &{?8€: e 83V, Be?1?7]¢ 8?70E¥YL 1?7

1??21?7UE77870. [708¥?€°7? 87780 1176 ¥ E771701e? (7710, 1?7763 le 10 i?787-€: I01*? 8-1{°€%7
€3782Y,1?7?187 €871?,1?7.

4., Be°10°[?2°62 11?01?77 1 2170 €371 ? 1?417%

1,1?41?? sudo mysql&j? 1 21?¢?7? i?? 1?70i??{?0©&7?78%a, 1?71?77 8128°?827{? 677 é. 8?276{? 1?7-1?70i??18?
B8B83 @317 (77 8, B178°7827[7 {7 8°78;?787767u.

CREATE DATABASE appdb
CHARACTER SET ut f 8nb4

COLLATE ut f 8nb4_0900_ai _ci ;

CREATE USER ' appuser' @1 ocal host'
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| DENTI FI ED BY ' CHANGE_TO A UNI QUE_LONG PASSWORD! ' ;

GRANT SELECT, | NSERT, UPDATE, DELETE
ON appdb. * TO ' appuser' @I ocal host ' ;

SHOW GRANTS FOR ' appuser' @1 ocal host ' ;

12? €12i?721s? 181/48°71 ois, 8°1¢'12° 1j°122A12 & ¥A- 12?1 2A.1?1 21?017 €72?6720. | 21¢' &, ? 1?2+1?+A-1?20{?2068?
€328251s? [emi?7272182 12212UE22670. £°°1e-E2? E821¢ 8- & 2i¢1 212+ (2212222
CREATEA-ALTERA-INDEX &?+1¢? 81?i??is? £32¢¢? 8371 21?Y48{? & 26!-i?278+°627 (2212222 122i «i?e
e1?17-i?20627¢7x.

CREATE USERI?? GRANTE?? 1}?1?? €°?1?€¢?2€ ?8{? é3?&+? FLUSH PRIVILEGESE&°? i??1??i??i8?
1?2?21?7ué7?78%0. € °lj” €-,1??1? 1?7€|° FLUSH PRIVILEG &2 & 18¢? 1?7-i?0i? i??1??é°? 1??1?ué??670.

8321 2 221?27 126
a?7appusera??@a??localhosta?? DB i7?2627/62/&92.1,21247© &37i ?
4?7appusera??@a??10.0.0.214?7 1§21 2&+? 12 (226111421 | 7972622124122 | 212422677 £326+7 8971 ?
1 217+ [2,1701?, &¥Y, & 2622122177627 (221701726 26? 6,°¢3

A?7? A??2 (@ A??%A?7?
a??appusera??@a??%a?: 1221 28{? 174170127187 1771+?

€°7?19? 171170170 1¢ 8,71 1?7 8¢? hosté°? E708¥ 80" E378+? €371 ?1? 6772870, appdb.* ?i??é3Y, *.* | ?i¥
DB &1?i?2?&+? eu-&1?i? 1?4 {?0&?27&?0. WordPress 1?0i1?A.12267-8- is, 1? &+°1¢{?,£7? 1?20i?088?
8328215 8?0?21 1?2?212?1? 12?2 12?1?%4€ ?8i? 1?7 CRUD &3?] ?is? é: €778{? 1 «1?0i??80  1?7? 8«0&?7&%0.

5. 1?2620 | ?1?4i 2?1?7177 €2%17?°1?687 1?7ai ?
12112 [2281-1421¢1 2834 DBE°? 8°21+? 12782284/48© &{?1»— 1 212412 1? 1§212783 3306 {+i?, ¥4
12,8721 127187 1221226+? 80822620, 122622627 DB 122622 10.0.0.10, 1? i228/-1V421+1 ? 122622

10.0.0.21i~ €+/4E77 1?41?7088 1?2?1?71? 8?2?7670,

5-1. MySQL 1?2?i? 1£%41?? 18?1 ?

sudo cp -a /etc/ nmysqgl/ nmysqgl.conf.d/ nysqld.conf /etc/nmysqgl/mysqgl.conf.d/ nysg

sudo vi /etc/nysqgl/nysqgl.conf.d/nysqgld. conf

E°xi? [??1%4ie" 198 | 1?7?17V480" Ea®I?717°187 177878 8708¥ (¢ E|?17V4€(7 1 ?17¥i?0E?7870. {2871 [??1e
Yaie? [mysqld] i?7€30 1?2?2677 €,°1" 1701 ?1¢? 17?1 2?08?7870, £°71+? [?6301+? [?7-67- €331« 10?263
1?€°?i??18? 1??1?ue??é70.
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[ nysql d]

bi nd- address = 10.0.0. 10
nmysqgl x- bi nd-address = 127.0.0.1

10.0.0.10i? DB 1??€2?&°7? i?ai ? 8317 i?? 1£Y41??1?7-17Y4 (7087?7870, bind-addressé¥ys i£Y41?e 12?7€|-i?"
6287 e [?2°12?19170€{? € 11?1?77170é °8% 8%a (2?1?2177 IEV4I??6¥Y4 1871 1?08?7670, 1¢/,€°? MySQL
17°82°1¢? 330617 1?7-1?0i??€0° X Protocolie? 33060 jei? E?? E3?78+? & °87¥|? 677870,

5-2. 1?7820 @37] ?7é3Y, £°0i??8%%

DB &°?€|-1?1?,1 21?61?27 1? [??8]|-1Y4?1¢1 ? 1?7827 P17 27?1 787 €371 ?1¢? £§?287677870,

CREATE USER ' appuser' @10.0.0. 21

| DENTI FI ED BY ' CHANGE TO ANOTHER UNI QUE PASSWORD! ' ;
GRANT SELECT, | NSERT, UPDATE, DELETE

ON appdb.* TO ' appuser' @ 10. 0. 0. 21" ;

DB 1??627?1e? | 1?6177 E°0i?7?62Y5 1?61 ?7?8¥Y4 [?77?10 1?08?7670, UFWE®? 1?7170 ia?js £2%4i7° 1?7677
€-?1121?7%48(? 1 2170 1783 107 1 2{??1?0877670. € °1j’1*? €"?78221?2i?7 i??170 &-?11?1¢ 1??1?Y4E0" iv é-211?i
? 17€°?i?7°8e? &., €-?11716? 837170 ] s|20E«0E??670.

uf w st at us nunber ed
ufw all ow from 10.0.0.21 to any port 3306 proto tcp
nmysqgl d --validate-config

systentt!| restart mysql
systenct!| status nysgl --no-pager
ss -ltnp | grep ':3306

1701 ? @271jei [?70i?7[?760" 1?711??1??0177187 €863 [708¥?26¥Y, 1?71 ?1?0877€70. restarté?? i7°€2°1s? &+7i
?2 12?2 1?221?7V48 28{? 1?71?20 12?282212612?2€727 1?2717 1?77€°?1¢? 1 2170877870, [ 8141 7°677 31772
8-, B£1A17 812 E°0i?278248+? €°710? IP &,°10212Y48(? 1?2?21 {2717V, i2067?6720,

1?7 8¢°1? 1?77 12?2677 82ai? 1?7?(~6¥Y, (?Ué3Y4i??67080" VPN €7677? TLSE¥Y, 8uni?£i?087?7670.
TLSE?7? iv8eY4ie1? i?,1?217? CAI?? 177627 [+ €]?817187 &2711+i?7?877 VERIFY_IDENTITY &°Ci?+?v4€?
EUI?E{?763 | 177827 o 1101?7197 19826341 21?0 (?,1?7017? E¥Y4 1eY4I1212?1Y4?1?7Y4 (708727870, 877177 ie-i?,
€°?8°Ci*? 1??i?,1?7?76¥Y4 1701 ?i??18? 1??1?7ué??é70.

6.1 ?1?¢i?7?1e 3%/, SQL 1?7a0i?

Page 5
Footer Tagline



COMPANY NAME
Address | Phone | Link | Email

8i?i»— €371 ?1s? DB 1?7?62?1?¢177, 1?7+€20 €371 ?1¢? i??1?0i1?7? 1? i?7?6|11Y4?1¢1 ? 1?76822124?? i
?170i? [?0€?7?670, -p €7a]?e 8176°7827(? 6¥Y4 8?1187 17783 1?7 € ¥ [??28-i??0?,1?407? 17 é ¥i??1?,1?72.

# DB 1?7627 &7 éf?

nysql -u appuser -p appdb

H I?2?217208e72 1?2 12?28 11 YR17172? 1?2262721 217?27

mysqgl -h 10.0.0.10 -P 3306 -u appuser -p appdb

8"281-17+6°? appdbi?e 1701?20 | 2i¢ & ?2is? &4l ? 12474i208722670.

USE appdb;

CREATE TABLE connection_test (
id BIGA NT UNSI GNED NOT NULL AUTO | NCREMENT PRI MARY KEY,
nessage VARCHAR(100) NOT NULL,
created_at TI MESTAMP NOT NULL DEFAULT CURRENT TI MESTAMP

),

é-,87ais? appuser 1?1 21?24?27 E¢°1¢'{?° 1??1? 83%4 1?7a] ? 1?1?77 €371 ?1¢? i??1e,i?087?78671,

SELECT USER(), CURRENT USER(), DATABASE();

| NSERT | NTO connection_test (nmessage) VALUES (' MySQL i7?°é2° i?2+é3u');
SELECT * FROM connection_test;

UPDATE connection_test SET nessage = "i1??1 ? i?xé3u" WHERE id = 1;
DELETE FROM connection test WHERE id = 1;

EXIT;

7. 8°%i? &3V, B3ui?e

8702157 £{21»- 100t 1221%47 i 1leis” 8°287¥i27 122622124272 appdbie? & Vad!- E°41? 197 8§2627677
122127217 627670, INNODB § 21+ &,21+? | 21 28? [2?260° &°+1? in? DDL 832624417 2442062726720, MyISAM
82+ B12i2 627171 2 [ 2196, 2174877 Ee2144i272 148" 2i21% 63 12¥8+2187 12217p6276720.

umask 077
sudo nysql dunp --single-transaction --routines --triggers --events \
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--no-tabl espaces --set-gtid-purged=0OFF appdb > appdb_backup. sql
echo $?

s -1 h appdb_backup. sql

1C BE? 1527877 083Y4 1708¥? 1?78 ¥i? (7?1 i70877870, [?7?1eY4le” 177870877 82788?1?7Y4E(7 17+£E3i?
1?2?282267?670. 1?? &wi?2?26?? appdb &+°1¢ [2°12? @°42'1s? £°4i? 1v 0° 1?7-12017+A-8?i?71¢? i?7"€»? &°£i?
i??18? 1??1?7ué??€é7a. GTID €,°é°? &3l ? Eunif?1?70 E°£i7? 1+? €387 | ?ix i i??1?7?1?0877670.

8°Yul ? €37284?107 | ?1?70i?, DBE|? E3li?+i?0877670. € °lj” appdbi?e E«®i?71?7°877 E3li?eie? E°1¢'[?°€°7 Epe
1278 1?27 17?21?7pé7?778%0,

sudo nysql -e "CREATE DATABASE appdb_restore CHARACTER SET utf8nmb4 COLLATE

sudo nysql appdb_restore < appdb_backup. sql
sudo nysql -e "SHOW TABLES FROM appdb_restore; "

8E17' Alv €207 A-8-°17+ 17463, DB 1+’ 8|71+ 877 DEFINERE?)ieni? 64717 127175480 8326+? DB €317+ 1772
1928°7 1j°1 21¢” 122122120877870. 17717+ 83U)i- 832124129627 &3(l17% 122122, 127622 12,817 17-¢3,,
12212177127 &3°&'? 8 °8°21+? [+i?7 170827675,

8. 1701£Y4 8°?17?7877 1?708¥?

ijei?e i??]e, 8°08&2?
ERROR 1045 B176°?622(7? , 1?7-1?201?2«@i?,1?70i? 1;°1?0©, is ij* 8°Oi?¢ [?7?]e,. €{?I1»—63Y, [?+€20
Access denied €3?1 ? éu-ey?
ERROR 2002 / 2003 MySQL 1??é1?1?a, 1??1¥4? é?+€?? TCP 1£Y1??, bind-address, €°©i??€é2Y, {??1s,
ERROR 1819 B126°762212 1 21+ 12+ 887827 €, i1v A-6-,12¢1{°1?01?Y46{? €3?262Y%
Te 1o (77676 Ie, [ 8euio’1?,1?, E7278eY41¢ 62717 MySQL €271 ? i?,i??1?183%, TLS 1?0 ? i?71e,.
€'76 " 1?706¥? EU-I?? 1o 1161?V48(? €?2®IY?76,° 1 21?0 €?2?26V4ie 627 €°£1? €277
lllegal mix of E128 e E772120 I»=82V4A -6 126177197 €124 2€3Y4 collation i??ie,. i ?i¢& 21 ?2i¥
collations 83782V | 217 1?2¢[7%E3Y, 1o Eex|?0 €27(7?
122172177 120(7" 1701 2 1?70i?7?, 1?7?263»E? 1?7217 IP, 1 21?7¥ E3ué°?, i??1<4 8?i?7?, 1??61?170 &j?€é-,

i?7?1e

sudo journalctl -u mysgl -n 100 --no-pager

sudo tail -n 100 /var/log/nysql/error.|og
df -h

&{?8-, 12714 122112627 120117 BU-iP+17 §7°64/, 708¥Y, 122 122120822670, 1226121206°7 | 212¢e, 821417°
& 28117+ 12,1 2124022 £700s? | 263 E¥Y,4 (2210 (20672670,
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SELECT user, host, plugin FROM nysql . user;
SHOW VARI ABLES LI KE ' bi nd_addr ess"' ;

SHOW VARI ABLES LI KE ' port"';
SHOW VARI ABLES LIKE "l og _error';
SHOW GRANTS FOR ' appuser' @1 ocal host ' ;

1?7?26£7 i?7?1e

o 1701 ? 127627 6271 283, (7170187 1?1228¥Y4 8, °6+?26776°772

o 1726171708°7 1 2174983 12 1228|-1%421¢1 2 8371 2129482 | 712+6428228°2?
o 8371 7 8171771 122122127 DBI?+ (271 28217 1226728°77

o 126820 | 717412 (22122027 IPI24027687 8°287¥i278+28 0 | ?122(226278°77
o G417 197 837842 (2767120 E3UI2? 12210, 1226778°77

83i?e1° 83 177

Ubuntu: MySQL i?gi1?i?? éu-i?+
MySQL APT i ?i?¥i?? 1?7?67
MySQL é3?i 283, €1?i?? € ?é|=
mysqldump é3ui?e - 1?7?

€-,1?7? 12?1 ?: 2026€ ? 10i?7? 25isY4. €2 € 1j?7877? €-,1?7170 12?17?17 80° 1¢ (??14187 i?,18?17Y4€{? 17?627 1?70 ?i¢
170{?7?8+218?2677 1?7?1?7u8?27870.

12617£87 18Y41?0

2026/03/30
1?7é°?

ubuntuman
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https://ubuntu.com/server/docs/how-to/databases/install-mysql/
https://dev.mysql.com/doc/mysql-apt-repo-quick-guide/en/
https://dev.mysql.com/doc/refman/8.0/en/creating-accounts.html
https://dev.mysql.com/doc/refman/8.0/en/mysqldump.html

